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ITER Objectives

1) Produce 500 MW of fusion power for pulses of 400s
(Q=10)

2) Demonstrate the integrated operation of technologies for
a fusion power plant

3) Achieve “burning” D-T plasma (in which the reaction is
sustained through internal heating)

4) Test tritium breeding

5) Demonstrate the safety characteristics of a fusion device
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ITER Timeline

2005 Decision to site the project in France

2006 Signature of the ITER Agreement

2007 Formal creation of the ITER Organization

2007-2009 Land clearing and levelling

2010-2014 Ground support structure and seismic foundations for the Tokamak

2012 Nuclear licensing milestone: ITER becomes a Basic Nuclear Installation under French
law

2014-2021 Construction of the Tokamak Building (access for assembly activities in 2019)
2010-2021 Construction of the ITER plant and auxiliary buildings for First Plasma
2008-2021 Manufacturing of principal First Plasma components

2015-2021 Largest components are transported along the ITER Itinerary

2018-2025 Assembly phase |

2024-2025 Integrated commissioning phase (commissioning by system starts several years
earlier)

Dec 2025 First Plasma
2035 Deuterium-Tritium Operation begins
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Control System Architecture
Plant Operation Network (PON)

General purpose command, status, archive,... (Gbps Ethernet)

Synchronous Databus Network (SDN)

Distributed feedback control (10 Gbps Ethernet, cut-through UDP/IP multi-cast)

Time Communication Network (TCN)
Absolute time synchronization (Ethernet IEEE 1588 2008, timing boards)

Data Archiving Network (DAN)

High volume data archiving (10-40 Gbps Ethernet)

Central Interlock Network (CIN)

Industrial Ethernet, Hardwired

Central Safety Networks (CSN)

Industrial Ethernet, Hardwired
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Key Parameters (Quantities)

Parameter Value

Total number of 1&C cubicles/racks

Total number of plant I&C signals (wires)

Total number of process variables (PV)

Total number of active operator stations

Physical size of ITER site

Number of buildings and plant areas with I&C equipment
Number of central-plant I&C interfaces

|&C cables (sensors/actuators to controllers)
Multi-core single mode fiber optic network cables
Multi-pair copper network cables

Number of identified machine protection |&C functions
Number of identified nuclear safety I&C functions
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>5.000
>100.000
>1.000.000
100
900*600 m
90

330

6000 km
300 km
170 km
150

252
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Key Parameters (Performance)

Update rate per operator station (200 PVs)

Maximum sustained data flow on Plant Operation Network (PON)

Total PON archive rate

Total Data Archive Network (DAN) archive rate (initial)
Total DAN archive rate (final)

Total archive capacity

Accuracy of time synchronization

Number of nodes on Synchronous Data Network (SDN)
Maximum latency asynchronous events

Maximum latency sensor to actuator (SDN)

Maximum jitter sensor to actuator (SDN)

Maximum sustained data flow on SDN

Maximum latency sensor to actuator for “slow” interlock

Maximum latency sensor to actuator for “fast” interlock
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5 Hz

50 MB/s

25 MB/s

2 GB/s

50 GB/s
90-2200 TB/day
<50 ns RMS
100

1 ms

500 us

50 uys RMS
25 MB/s

1 sec

1 ms
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Plant System I&C Technology

Hardware
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Selecting Controller Technology

Perf. Grade 1&C \ DAQ
Interconnect 5 PCle — PXle /O ! PCle - MTCA.4/uRTM
Technology E PCle - cRIO I/O i PCle — PXle I/O
(product range coverage)

Slow Controller i Fast Control E Diagnostics
(PLC) I&C ! I&C and : Data Acquisition
application E Interlock ! (ex. Magnetics)
range | (ex. ICH) E

DAQ

ATCA w/ Extns. for
Physics

Diagnostics a
System tasks

n CODAC

(ex. Plasma Control

System)

ooooooooooooooooooooooooooooo_ooooooooooo_ooooqooooqoooooqoo_oooqw
Control loop frequency, Processing power Network capacity, Real-time constraints, Complexity, Price, Availabllity
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Slow Controllers (PLC)

P5300-5A
CPU31T-2

CP343-1

o A A
> L
%
¢ &
CP343-1 Ethernet
3 Interface
. B PR =
" . .-
b 1 8-
L]
:
L L]

MMC-2MB-EEPROM

RAIL-19IN

!

Fieldnet ~ FieldBus
(ProfiNet) (ProfiBus)

CPU Profibus DP
Interface

RAIL-19IN

Siemens PLCs of
families 300, 400,
1500

ProfiNet / ProfiBus as
standard
communication links
|/O modules defined
In the catalog
Programming with
STEP 7 environment
To be used for
iIndustrial plant
systems with >10 ms
control response time
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Fast Controllers

When to use a Fast Controller?

Fast Controller is a computer...

0 that can drive I/O interfaces and/or SDN/DAN interfaces
0 that can satisfy performance requirements (beyond PLC)
0 that is connected to TCN for an accurate system time
Used for:

0 Data acquisition with accurate time stamping

0 Actuation with precise timing

0 Real-time exchange of data with other systems

0 Local control loops in real-time

Rule-of-thumb:
0 Synchronized control
0 Control loop period less than ~10 ms

Fast Controllers use standardized Hardware and Software to
provide a tested platform that can fulfill all these use-cases
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Fast Controllers

What constitutes a Fast Controller?

PCle (MXle) uplink
to computer i

A/D 1/O card NI

- | = (ex: PXI-6259)
TCN timing card _ |

NI PXI1-6683H 1] , |k e

Signal terminal
blocks

I/O chassis (||l e | e,
(a PXle rack) [ AL [ ettt !

1&C or DAQ
Grade
Industrial
Computer

AH5DW | | 14 N

ron ac
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Fast Controllers
The 1&C Grade Industrial Computer

Compliant to PICMG 1.3 specification

Rack height: 4U

PCI Express bus

CPU: 2x Quad Core Xeon E5-2418L (2.0GHz)

HDD: 2x 2.5" SATA Il SSD 3SE-P series 64G, SLC type, RAID-1
RAM: 4x Mini DIMM-DDR3 2GB, 1600MHz

1Gbps network interface for PON

1Gbps network interface for TCN (only if not interfaced through
timing board on PXI chassis)

Optionally, 10Gbps network interfaces for SDN and DAN
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Fast Controllers
The |&C Grade Industrlal Computer

I&C Grade Industrial PC
. %
Hard disk
""‘F’” #2 o
ATA
controller
PCI Express bus )
I
) PON
1Gbps
- Ethemet NIC TCN
PCl Express — PXle “bridge” J (Tft.‘n‘.f{?gla:f:lurge
(NI PCle-8361 / MXI-Express) s AT it
3 SC
10Gbps oy
Ethernet NIC DAI
To PXI Chassis PCle bus is shown schematically. For detailed topology,

{optionall
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refer to manufacturer's specification (Trenton BPX6610
PICMG1.3 Backplane IDM_D NEAD4Q).
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Fast Controllers

The 1/O Chassis

0 PXle-1065
a PXle bus
0 Rack height: 4U
0 18 3U slots (9 PXI, 4 hybrid, 3 PXle, 1 PXl-e timing)

0 PXle-1066DC
0 Same as PXle-1065, except:
0 Rack height: 5U
0 High-availability (redundant power supplies and fans)
0 Requires high voltage DC power supplies

2 NI9159 (CompactRIO)
2 14 cRIO I/O modules
O LX110 FPGA
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The PXI I/O Chassis

Fast Controllers

To I&C Grade Industrial PC

PXI Chassis (18-Slot 3U NI PXle-1065/1066DC)

PCl Express — PXle “bridge”
(NI PXle-6361 [/ MXI-Express)

Timing module
(NI PXI-6683H)

TCN

(PXle bus: PXI (9x), hybrid (4x), PXle (3x), PXle timing (1x) )
I

|/O Boards

ITER Control System: materials for BINP PhD course

Supported V'O Boards
Ml PXI-5259

Ml PXI-5528

Ml PXle5368

Ml PXle-T98xR

Ml CompactRIO
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Software Support for Plant System |1&C

Slow controllers: Siemens S7 PLCs [ ”II
— s7plcAsyn driver f UL
— Full list of supported hardware: “Siemens S7 PLC catalogue” (IDM

333J63)

Fast controllers: PXI-6259, PXI-6528 and PXI-6683H

— N.I. PXI-6683H : Synchronization and timing (IEEE1588-2008 / TCN)

— N.I. PXI-6259: multi-function data acquisition
« 16b analog input channels (16/32)
» 16b analog output channels (4)
» 16b digital input/output channels (48)
— N.I. PXI-6528 : Digital I/0
+ 24 optically isolated input channels
» 24 solid-state relay output channels
— N.I. PXle-6368 (X-series boards)
« 16b 2MS/s analog input channels (16)
* 16b 3.3 MS/s analog output channels (4)
— N.I. PXle FlexRIO and CompactRIO: Flexible 1/0 with FPGA.

— Full list of supported hardware: “ITER Catalogue of I&C Products Fast Controller”
(IDM 345X28) .
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Plant System I&C Technology

Software
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CODAC Core System

The CODAC Core System is the CODAC software distribution for:

— CODAC servers

— CODAC terminals

— Mini-CODAC

— Plant System Host

— Plant System Fast Controllers

The distribution includes the Operating System

It is the software infrastructure for all standard I&C computers with
the exception of PLC

2 variants for each distribution:
— Development, with development tools (SDD, Maven...)
— Operation, without any development tool
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CODAC Core System Architecture

Mini-CODAC

Control System Studio HMIs

CODAC Terminal
e HMI

* Alarm views
* Data plots

CODAC Server
e Alarm handling
e Archiving

PSH:

* |&C monitoring

* PLCs Gateway

e |&C coordination

Alarm Archive
Server Engine
PON / CA
PSH

oc || o0 || [FstControlier .s
RISk oc

PLC T —
VoV Ve

TCN SDN DAN

Fast Controller:

* |/O interface

* TCN, SDN, DAN
* RT control
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Operating System
Red Hat Enterprise Linux (RHEL)

The selected operating system is Red Hat Enterprise Linux for
the x86-64 architecture (RHEL x86_64)

— Linux (open software)

— With commercial support (RHEL)

— For all computers (servers, PSH, fast controllers, terminals...)

The version of the operating system will be upgraded at regular
intervals throughout the lifetime of ITER (obsolescence mitigation).

— RHEL 6. (6.1, 6.3, 6.5) “now” (2012-2017)

« Currentis 6.5 (from CCS 5.x) which includes PTP support for PTP
compliant hardware in fast controllers.

« Support from supplier until 2020
— RHEL 7 will be deployed starting 2018 (for CCS 6.x)

RHEL MRG-R option used for real-time systems
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EPICS The Infrastructure Layer

og

EPICS

 The infrastructure layer is implemented with EPICS
(Experimental Physics and Industrial Control System)

« EPICS is

— an open-source control system toolkit

— used in hundreds of large and small experimental physics
projects world-wide: light sources, high energy physics, fusion
(KSTAR, NSTX), telescopes

— maintained and further developed by a world-wide community
of users (including ITER)

« The same infrastructure for the CODAC servers and for
the plant system controllers to ensure a uniform
standard interface.
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Control System Architecture with EPICS  ao

Channel Access Client

Channel Access Client

Channel Access Server
(10C)

Cooling water plant system

26PHDLHT.0001
ﬁ co m p u te r o 26PHDL-VC-0002 ; \
Interface B o LT ? 26PHDL-VC-0011 26PHDLVC 0412
Flow — mr ¥
C trol 2 Y 26PHDL-FL-0001  36pEL.VC-0004 \ﬁl—m@wmz J6PEDLVC 414
on 5 el
V I L:I 26PHDL-VClodo1 D/_\ii ;smw
alve = e
Computer P B
Interface | ] « s \%

1
ZﬁPEDL—VC—OOOg;D ;ZD 26PHDL-VC-0006

Computer Thermo-
Interface B meter D
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Control System Studio

CS-Studio is based on Eclipse

e CS-Studio is an Eclipse-based Integrated
Environment:
— Based on plugin technology and therefore easily extensible
— Generic features like menus, preferences, help...
— Multi-platform support (portable JAVA code)

* Development environment

— QOperator interface design, State Machine code, EPICS
database edition, debugging tools

(( Operator Interface to different control syst @9
‘:’.’) — Mini-CODAC operator interface “

Monitoring screen, Alarm Handling, Data Trend L

J]
(1

y

Java

TTIrrTTJ
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Control System Studio

e (CS-Studio is a common platform
— Different perspectives for different tasks

i DeveIOpment T Open Perspective (on trunk-2.codac.iterorgm
— OPI Editor 55 Alam
— Scan Editor “'a““"
— SNL Development %5 Devug
Lj LogViewerPerspective
— PyDeV & Debug ‘2 OPI Editor
— SVN Repository fz:‘m
— Team Synchronisation 55 SNL Development
. \:ﬁ SVN Repository Exploring
o Runt|me = Scan Editor
— OPI Ru ntlme &8 Team Synchronizing
— Alarm
Cancel Ok
— Data Browser _

— Log Viewer Perspective
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CS-Studio for Operator Screens

«ITER TOKAMAK MACHIME OVERVIEW= sgpal
E:in.c E?: Msesﬁs 13:3 ITER TOKAMAK MACHINE OVERVIEW 2016/02/04 15:30:56
ﬁ Compressed Air Helium Gas

[ "] Demineralized Water | | Nitrogen Gas

Legend

Invallu
alarm
state

m =
o 2
Minor T =

P e

{

alarm | 3.14
state

On -
running| 3.14
state |

off -
stopped 3.14
state |

BUIL CRST CRYO CTRL cWs D1 b2 EC FUEL 1it MAG o

HOME

NB PEES RAD RH SAFE TRIT UTIL VAC w £ 222 No Flow
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Example HMI (Reactive Power Compensation - CN delivery)

SUTIL-RPC +UTIL-RPC-RPCL® =
(033 Putse 10 1200
copac | CIS SUP # UTIL-RPC-RPC1 2016/16/10 10:51:51
- RPCL bow Info R -
< cm it et —

Status bar Ist LFC TRIP 09:50:55

LIC DEVICE TRIP 00:50:55

Alarm pane LIC DEVICE FAULT 89:50:55

400KV Busbar LIC DEVICE ALARM  09:50:55

va Ta Control pane UPS FAULT 09:50:55

Uh Ib - . THYRISTOR FAULT 09:50:55

e Ic Navigation pane TCR LOOP OVER CURRENT 69:50:55

SYNCHRONIZATION VOLTAGI89:50:55
PULSE UNIT FAULT 09:50:55

66KV Busbar

Fence State

Mimic T

: : PULSE LOST FAULT 09:50:55

: TR Fence m B6KV OVER VOLTAGE  89:50:55
e TeR Fence | S LIC BRANCH OVER CURREN 89:50:55
Fi57 Fence | PARAMETER LOAD FAULT  09:50:55

Q“( )“Q“ FBON Fence [ CUBICLE FAULT 09:50:55
[

LIC UNDER VOLTAGE TRIP 69:58:55

BOARD FAULT 09:50:55

l 1 J_ l_/',_J_ OUTSTDE SIGNAL TRIP  69:50:55
= L G — I BN S B - S = LIC OVER CURRENT TRIP 09:58:55
SWITCH FAULT 09:50:55
T . o LIC CAPACITY BANK FAUL 89:56:55
e 8:
A ' PULSE
=) Status Controls Help
Operation Mode

Current

State
Step Operation Enable  OFF

Operation Command

Operate Command

Start Pulse

Stop Pulse

HOME |UTIL| RPC [RPC1 LFC HM WAVEFORMS CWs CONF PS0S
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OPI Size and Naming Convention

o 4k size sD.

— OPI size: 3830 x 2080 Ba o

— Mimic: 3226 x 1760 Full HD

— Each area has a fixed
Slze

091z x 960t )’lzmt

Quad HD
(3840 x 2160}

i ed" standard definition. full .ii';.J'.'i definition On'..'@-:" H and d8/2K

* By convention, the OPI file name is based on the CBS
structure:
— ITER-{CBS1}[-{CBS2}[-CBS3}]].0pi
— Example: ITER-UTIL-S15.0pi
* The mimic shall be provided as a separate OPI:

— ITER-{CBS1}[-{CBS2}[-CBS3}]]_Mimic.opi
— Example: ITER-UTIL-S15_Mimic.opi
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Colours and Styles Standardization

» 10 Background colour for the mimics, 10 Foreground colour for the text
and line, 10 Alarm colours, 10 On/Off colours

wColor Demonstratioms -n
[ cas Css

:_‘conp.c I—‘CIS P“lsesﬁg 1::: COLORS DEMONSTRATION SCREEN 2016/02/05 11:17:36

._‘ Compressed Air | Helium Gas #|-|Deseription

| Demineralized Water | | Mitrogen Gas

The operator interface shall use no more than 6 colors (in addition to black and white) at one time. Alarm color coding shall not be used for other purpose.

8 B0 shall never be inva 10:51:

Function Identification Color name RGB Sample COMPONENT® CLOSED inva’ 18:51
- [ QI CLOS a 18:51:
COMPONENTS STOPPING in'1@:51:31
Background Mimic background i[_E.' Eackground 235, 235, 235
ight grey
10 Foreground
Text Text foreground Black 9, 8, @ -
Alarms Tnvalid alarm state I0 Invalid Level Alarm 5.5 355, 255 - - l I E E I
Yellow " .
Alarms High alarm state gguﬂigh Lozl L 250, 12, 14 - - I I E E I
Legend
A &
10 Medium Level Alarm WA e | | | |
Alarms Minor alarm state 255, 255, 8 215.15
[ Invalid
’ o
10 PV ON 0
Blue @ & LTI
Component states 1-0n 9, 8, 255 Major
10 Running Symbol Fill alarm - H
Dark grey state
10 PV OFF [~ ,T |
Brown ) Minor
Component states 8 - Off 149, 125, 71 alarm | 3.14 —@1—
10 Stopped Symbol Fill I state
White
Energised 10 Energised Busbar 95, 95, 95 5 on -
. Not energised 10 De energised Busbar 178, 178, 178 sr::génq 3.14 -@1— {}
e Flow 10 Flow Pipeline 95, 95, 95
No flow I0 No Flow Pipeline 178, 178, 178 off - ;
stopped 3.14
state J‘
Gene | Colo Flow
HOME ral | rs No F1
o Flow
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Industrial Symbol Library

 Examples:

0 - CLOSED

1-OPEN

2 _ OPENING (flash)

3 - CLOSING (flash)

4 -HALF-OPEN

2

I

I

O

e

Symbol — Black
Symbol fill — Dark
grey (as per the

Symbol — Black
Symbol fill — White as

el - . per the position the Symbol — Black
Svmbol — Black Symbol — Black i position th“'. . componsnt i3 Svmbol fill — l=ft side
: . Symbol fill - Dark component i3 moving . , i
Symbel fill — Whits orev 1) = changmg to dark grey and right
= i Flazh rate of svmbol: side white.
Flash rate of symbel: Hz i - :
= : - .| 2Hzuntl movement i3
2Hz until movemesnt i3 | Jote
complete comprets
0 - STOFFED 1-RUNNING 1-STARTING 3 -STOPPING
Symbol — Black Symbol — Black
Symbol fill — Dark prey (as Symbol fill — White as per the
Symbol — Black Symbol — Black pet the position the position the component is
Symbol fill — Whit= Symbol fill — Dark grey component 13 MoOvVing to) changing to
Flash rate of symbol: 2Hz Flash rate of symbol: 2Hz
untl movemsnt i3 complets umtl movemsnt i3 complets

ITER Control System: materials for BINP PhD course
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Interactive OPI Editor

* File -> New -> BOY -> OPI File

Select one or multiple widgets
Move

Resize

Copy

Paste

Clone

Delete

Undo/Redo

Align Multiple Widgets

Snap to grid or other widgets by
geometry

Guide

Zoom In/Out

Change Order

Change Orientation

Group

 w u] O | o @ —l
‘ & R oy & | 8 oo JIF | = (U
o o dio =|=]| x|
File Edit C55 Window Help
== A= EAE MRS
| @ x EEEIEEEIELD FRETIED ] o
B Em 3 SVN Repository Exploring = ITER Control System Studio
5 Navigator &2 = O . #*MyScreen.opi 23 = O || & Properties &2 li
eok BG 7|_ ' 100 ' 200 ' 300 400 ! % palette b @ T E AT
< [ boy = (= Graphics “!/|Property (| Value
b [ pictures & arc < Basic
b & scripts <1 Polyline Nam  Progress Bar
7 AUX.opi 167 I Polygon
ez pi 167 g ¥9 PV N,
7} i
pin AmplifierDs - plisciangle Widg  Progress Bar
2 = Monitors Ll
i CommonOf \eD < Behavic
H| i _J
gn DC-1.0pi 16 6 Text Updan Actio  no action
3 ] .0 Text Update
&% HVA opi 167 g SHIAL Enab ] yes
 TERO y = I e Meter
B perati " = Progess Bar Rules  no rule attact
i M5-1.0pi 16 OO0 KRR U] = ARV ESS Scri no script atta
“ 040 A0 80100 (= Controls @ P P
— pp—— < Undo movejresize  Ctrl+Z [ Action Butten Visib || yes
i PS.opi o =
i PSMainF R &> Redo Ctri+Y [elMenu Button || Borcer
,;3- ainFunc @80 Text Input Alarn [ yes
CE———— il Copy i+ CRSpitier Bord: B (0.128.255)
% Qutine 52 2 =0 of Cut Ctri+X (= Others @ Bordi  None
% Paste Ctri+V F2 Grouping Bordr 1
. Container
Copy Properties... ¥ Display
) Linking
Paste Properties Container 3D Bl yes
Iﬂ Order > i Tanmad Back [ no
r . . = Layout &
§ ,]D\ Orientation > = Y : Back (240,240,240
24 Grid Layout Font  Default
J 0 2 widgets were selected J Not legged in
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CS-Studio for Alarm Handling

What is BEAST?

- Best Ever Alarm System Toolkit (BEAST) - is
distributed alarm system consisting of:

— Alarm Server that

. . ‘ PV Updates {Channel Access, )
monitors alarm triggers
in the control system

—_ Re | ati O n a | D ata baS e Log hisages Annuneiations Afamtpdafes Ack’; ConlUpdares ___I_ I

Alarm Server Tomcat
Current Alarms: Acknowledged? Transient? Annunciated? -Reports

H H ) JMS -
for Clonflguratlon and h o | | _TALK - ALARM_SERVER | | ALARM_CLIENT IJ W
logging — - 1

— CSS user interface for { - } { - } - Alarm Client GUI =
. . RDB Speech o = =
viewing current alarms 1 . g ==———— &
a.S a tabl.e Or E - EE'Z_ CS35 Applications
hierarchical tree e |
g ' —
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Alarm Perspective Layout

Global

File Edit Search Run CS-Stu

SEe N

> %@

view

)

SIS

| e

= | cCS-5tudio =OPI Ed

itnr|ﬂ-wA1unn

rAlarm Area Panel = = o |=Demo_Control Area.opi &ITER.opi= SR
o) 100 200 ° 300 400 °© 500 - 600 700 - 800 900 - 1000 ' 1100 ' 1200 © 1300 ' 1400 ' 1500 ' 1600 ' 1700 ' 1800 ' 1900 - 2000 ' 2100 * 2200 - 2300 ' 2400 °© 2500 ' 260( :Palette *
CAS JIESS Pulse ID ####i# (=
; l_ r ${TITLE} ~Graphics
= [ ]1CODAC []c1s SUP ##t#### o
'_“ |: Compressed Air ,: Helium Gas “Polyline
o | Demineralized Water | | Nitrogen Gas “Polygon
H “Rectangle
“Rounded
@ Rectangle
((?‘ o —
) ~Monitors
il “LED
2 “Image
Boolean
=) Indicator
@
" “Text
Update
L4 ~ Madamne
8 Controls
‘I Action
EAlarm Trees UTIL: » (o %% < ! [1 £ =01 g § DButtnn
- Area: UTIL-S15 (MAJOR/STATE ALARM) A gﬁ:zm
~eSystem: UTIL-S515-AGO7 § “Text
*PV: UTIL-S15-AGO7:BUSBAR1 Input
“PV: UTIL-S15-AGO7:HWC1O-YT1 & CUrrenT H = Comiutnana -
#PV: UTIL-S15-AGO7:HWC11-YT1 2 V ! =Others
©PV: UTIL-S15-AGB7:HWC9-YT1 AI m ‘ Table
/| arms View i
*PV: UTIL-S15-AGO7:MUT9-TT1 @ I
=3 J Browser
*PV: UTIL-S15-AGO7:MUT9-TT2 = i rra
®PV: UTIL-S15-AGO7:MUT9-TT3 @ & Y
=1 Grouping
#PV: UTIL-S15-AGO7:MUT9-TT4 = =l Container
~eSystem: UTIL-515-AG91 (MAJOR/STATE_ALARM) - DI 081 et
#PV: UTIL-S15-AG91:BUSBAR1 rAlarm Table [UTIL]= el EYY v a g
Current Alarms (3) Selectl jﬂ
#PV: UTIL-S15-AGIL:HWC2-YT1 | Acknowledged Alarms (6)
SPV: UTIL-515-AGI1:HWC22-YT1 - |Date and Time [Alarm Message Alarm Action Alarm 1D |
°PV: UTIL-S15-AG91:HWC25-YT1 | |Purpose of alarm : Frequency variation on LV busbar of B40,
SPve UTIL-S13 400 L:Imcze YT 016/02/06 10: 15KV/408V Transfo output Frequency |4 2rM response actlion: Check incoming Frequency. ... |B40 LV busbar Frequency out of lim
®PV: UTIL-S15-AG91:HWC3-YT1 |Failure Consequence: Over frequency will cause overspeed of motor and underfrequecy will
@PV: UTIL-S15-AG91:HWC6-YTL
®PV: UTIL-515-AG91:MUT1-ET4 :
¢ i T = k Fault condition for STEP feeder. Lo A - .
#PV: UTIL-S15-AG91:MUT1-ETS 1/31 18:B91 STEP Case 2-48 Defect Failure Consequence Low Voltage Supply Interruption to feeder. B91 Substation STEP feeder trouble
*PV: UTIL-S15-AG91:MUT1-ET6 Operator response time: Before permissible period of power loss to feeder.
a Purpose of alarm : DH is in Fault condition
B 2016/01/31 18: Fault of DM1-W 820DHTE1 Alarie pesponse action: (Lheck AUl conditions 20DHTOL Circuit Fault detected
Orl | I Failure Consequence: High Voltage Supp Interruption
Operator response time: Before permissible period between fault and Interruption of HV sup
Tree View .
utzeln
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CS-Studio for Engineering Data Archive

What is BEAUTY?

« Best Ever Archive Utility, Yet (BEAUTY) - is an
EPICS Channel Archiver set of tools

— Archive Engine takes
samples from |OCs via
Channel Access

— And stores them on a
Relational Database with
their original time stamp,
alarm status/severity, PV
value and metadata (unit,
limits...)

— CSS user interface for
accessing to historic data
samples in that storage

- config.xml |

_________ —

EngineConfig
-lmport

I0C

ChannelAccess

ArchiveEngine

Config. T Samples

/ CSS-based OPI \

Othertools for
config & samples
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Browsing the Archive

Data Browser Perspective

[=l[=][x]

L=

~
i ¢ Data Browser

%' Archive Search E3 | &% Navigator

£3

1
Seorch URL: debc postgresgl:/flacalhost/cs * I : |GQ|€T?I b | @|@| EIEJ
VIeW Narme Description Key : 3 E
Irdb “PostgreSQL J 1 - & ’ 1 5é 059
g 103U 92530 Tiu g
[ 353% = e 3 nd of Plasma
U9 o o, g1 45 E|
. [ = 2 0 35 -054 2011/07/27 13:55:36.096571000 0.00 0K, OK
Pattern RF* B Search ': 2 - 3 - N os5qN e Source: Live Data
= G 02533 10314 a1 Original
() Add... @ Replace seachre [ Reg.Exp. @ 7 G . G 1 : 0 ;El 1 5; Ll3u;.51-3|.151-0101
- 2 T 55dx 157 SS
- a a -0.59 3
IF’VName “Name o ‘:J & @ @ 05 < :‘.5_2 E PIOT Oreo
@5 3d153- P ] 3
RF-ICH1-R51:AHF11-]Z-CRC  rdb «© i . J20 12 Lo |225]
= 4 [ [ 137 3
RF-ICH1-RS1:AHF12-]Z-CRC  rdb T = g-053F T35 3
Y. 359535 U-2 40 ° 3
RF-ICH1-R51:BDC113-|T-CRC rdb n = =1 3% 3T 357
i & 4% L5 357
RF-ICH1-R51:BDC123-|T-CRC rdb 2 e 05iE1s = 1=, 3
40 3] E
RF-ICH1-R51-CMB-1:]T-CRC  rdb i £ 1 453
RF-ICH1-RS1:HV11-LCU1-JT-C rdb -0.2 133 253 373 404 . = =
) 2011-07-27 2011-07-27 2011-07-27 2011-07-27
RF-ICH1-RS2:AHF11-JZ-CRC  rdb 13:54:32 13:55:00 13:56:00 13,502
RF-ICH1-RS2:AHF12-]Z-CRC  rdb Time .
RF-ICH1-RS2:BDC113-JT-CRC rdb |—RF-ICH1-R51:AHF11-JZ—CRCH—RF-IC-HI-RSI:LHFIZ-JZ-C-RC-H—Ii.l ICH1-RS1:BDC113JT-CRC H—RF-ICH1-RS1:ED6123JT-CRC| PrOperTIeS
RF-ICH1-RS2:BDC123-JT-CRC rdb —— RFICH1-RS1.CMB-1-JT.CRC VleW
RF-ICH1-RS2-CMB-1:]T-CRC  rdb
= Properties 32 | 2| Export S I 7 ts I
RF-ICH1-RS2:HV11-LCUL-JT-C rdb AGRIEIIO Y S0 Sampes [ e e
RF-ICH2-RS7:AHF11-JZ-CRC  rdb Traces ‘ﬁme Axis ‘Value Axes |Mi5c. ‘
RF-ICHZ-R57-AHF12-]7-CRC  rdb Show I\tem [PV, Formula) ”Dlsplay Name I Colo [Scan Perl”Buffer SIZJ Widtl IAXIS “Trace Typz”Request
RF-ICH2-R57:BDC113-]JT-CRC rdb RF-ICH1-RS1:AHF11-|Z-CRC RF-ICH1-RS1:AHF11-JZ-CRC 0.0 5000 2 RF-ICH1-I Area Optimiz
RF-ICH2-RS7:BDC123-JT-CRC rdb ¥ RF-ICH1-RS1:AHF12-]Z-CRC RF-ICH1-RS1:AHF12-)Z-CRC . 0.0 5000 2 RF-ICH1-I Area Optimiz
RF-ICH2-R57-CMB-1:]T-CRC rdb [ RE.IFHT-RET-ANC1T 3 T-rR™ RFE.IFH1-RE1-ROCTT3-T-CRC nn =nnn 2 BE.ICH1.I Araa Mintimiz X
= =D
RF-ICH2-RS7:HV11-LCU1-|T-C rdb
RF-ICHZ-RS8:AHF11-JZ-CRC  rdb EIREIE DR SEEES
RF-ICH2-RS8:AHF12-1Z-CRC__ rdh [x] Name IIURL
=0
0® @ D@ 4| Notlogged in
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Plant System I&C Technology

Network Interfaces
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Plant Operation Network (PON)

= PON software interface is EPICS Channel Access

= EPICS variables are used for:

1. interfacing the signals connected to the controller’'s I/O
modules.
= by mapping variables to the signals connected to I/O modules
= by using templates associated to the I/O modules

2. implementing the application logic using the EPICS
database functions

3. Interfacing the status and configuration of controller

= PON is also used to transmit NTP time
synchronization
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Time Communication Network (TCN)

Fast Controller Synchronization

0 IEEE 1588-2008 protocol
2 Grand Master Clock ‘
(GMCQC) is synchronized
with GPS

0 Controllers requiring
precision timing are
connected to TCN via a tcn-services
dedicated interface

O PTPd daemon maintains
accuracy of hardware
clocks

0 TCNd synchronizes
operating system time

0  ITER time is UTC (different
from local time)

Page 38
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Synchronization Accuracy

2 What timing accuracy is achievable with the fast
controller?

2 Synchronous software function (triggered on ITER time): <10 ps

O  Software functions are scheduled to be called on the same absolute time in various
fast controllers.

2 Asynchronous software function (triggered on SDN event): <50 us

0 Condition or data available in one fast controller triggers activation of a software
function in another; latency is function of size of message.

2 Synchronous hardware function (triggered on ITER time): <50 ns RMS

0 Hardware triggers or clocks are activated on the same absolute time in various fast
controllers.
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Synchronous Databus Network (SDN)

How to communicate deterministically between
two different Fast Controllers?

0 Fast controllers may interface SDN (Synchronous Databus Network)
0 Topic-based publish/subscribe communication pattern (using
UDP/IPv4 multicast)
2 SDN Data (default) is unacknowledged by subscriber
0 SDN Events are acknowledged by subscriber

O 10GbE cut-through switches

0 Datagrams sent based on destination MAC, no buffering in the switch
O Switch forwarding latency is constant and typically below 1-2 ps

O Multicast messages are replicated by the switch, latency is constant
regardless on the number of destination nodes

0  10GbE COTS network accelerators, kernel bypass technologies are
deployed on the fast controllers

a Application-to-application latency deterministically below 50 ps
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SDN Communication

SDN topics are associated with multicast IP addresses

SDN
Monitoring
Node

Topicl
239.0.1.11)

10.1.0.11 10.1.0.12 10.2.0.11 10.2.0.12 10.3.0.102
Subscriber Subscriber Subscriber Subscriber
MNode Node Mode MNode
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O O 0 0O O

Data Archiving Network (DAN)

How to archive large amounts of data
produced by Fast Controllers?
Fast controllers may interface DAN (Data Archiving Network)
Designed to evacuate high data rates reliably for archiving
Adaptable data rates: from a few MB/s up to 1 GB/s
TCP based for reliability (package reception acknowledged)

Local Publisher/Subscriber mechanism on PCF:

2 DAN Publishers on the PCF announce (publish) when new data is available
from a particular DAN source in the DAQ Buffer, and its memory reference

0 DAN Subscribers on the same PCF get notifications from Publishers and are
able to access data in DAQ Buffer

DAN Sources, Publishers and Subscribers are defined in configuration
file
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Data Archiving Network (DAN)
DAN Chain Diagram

‘ Archive
Writer

v o3

HDF5 Storage Files

DAN Client
Configuration DAN
Network
( \ l/
DAN e DAN
Publisher Subscriber -
\ »
DAN | DAN .
: Archiving
Publisher Streamer D
- / ata
S
DAN DAN u
Publisher Streamer
%/ ;}
DAN API

DAN Client (Fast Controller)

v oo

HDF5 Storage Files
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Plant System I&C Technology

Development Workflow
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Development Workflow
>

Central
SDD DB

Design

(DD definition) [ Local SDD DB &

Generate :'>
configuration files @ @ @
[
[

S7 interface
data

[
Alarm and PON
Archiving

configuration

EPICS IOC:s,
C/C++ programs
templates

Software Unit

WK

SNL programs, OPls, data plots, PLC
Develop C/C++ programs scan files configuration,
Software Scripts S7 programs
Build software |:> @
packages i L i L
PSH and PCF mini-CODAC

packages packages PLC programs
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|&C Project / Software Unit

* For each I&C project:

One definition in SDD
One software unit

The software packages for installation on each target computer.

One SVNO unit

* For any software unit, standard commandes,

Implemented with Apache Maven, are provided to

Compile all EPICS applications and C/C++ programs

Run / Stop EPlCS IOCS and Maven ... | ©5. Naviga... | o= Outline| = O || £ README Bs
#.0 . bind Linus
C/C-|-+ prog rams EVJ‘[? Add new EPICS application fr ol oo hewe
Package the files for deployment | Package ' Clean
“ersion control > Compile
Install packages e e Status
Unload project Run all loCs
Delete project Connect to conscle
Stop all 10Cs
Refresh
Beast
Beauty

(*) SVN is the software revision control system used by 1O

ITER Control System: materials for BINP PhD course
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CODAC Core System Releases
Version | Date

2014 2015 7 2016 2017 2018 2019 2020 2021 1.0.0 15-Feb-2010
RHEL 6.3
EPICS 3.14 40 |41 | 42 43 Support 1.1.0 28-Jun-2010
MRG-R 2.1 | | | 2.0.0 15-Feb-2011
AR B 2.0.1 06-May-2011
EPICS 3.15 50 | 51 5.2 | 53 | 54 Support
MRG-R 2.5 21.0 23-Jul-2011
RHEL 7.3 3.0.0 15-Feb-2012
EPICS 3.16 (7) 6.0 | 6.1 | 6.2 | 6.3
MRG-R (TBD) 3.1.0 22-June-2012
4.0.0 15-Feb-2013
« Two Versions a year until 2016 e
0O _ ¢ 2017 il 2021 42.0 14-Feb-2014
[ J
ne version a year irom unti 430 07-Jul-2014
* New OS base & major branch on 2018 431  30-Mar-2015

5.0.0 20-Feb-2015
5.1.0 17-Jul-2015
5.2.0 17-Feb-2016
5.3.0 01-Jul-2016
5.4.0 20-Feb-2017
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Reglstered Organlzatlons (Feb 2017)

23456789 101112131415161718192021222324252627282930313233343536

’ iter)

china eu india japan ' 7. 4 < ) - _V:f_—-'—‘//’ 45

46
47
48
49
50
51
52
53
54
55
56
N57
58

"

-

1. IPFN-IST: Lishoa, Portuga
2. CIEMAT: Madrid, Spain
3. UPM: Madrid, Spain 25. DMCS-TUL: Lodz, Polan
4. GMV: Madrid, Spain 6. Wigner RCP: Budapest, 48. KSTAR: Daejeon, Korea
5. Procon: Badalona, Spain . Alceli; Meisterschwanden 49. KAERL Daejeon, Korea
6. F4E: Barcelona, Spain 8. INFN-LNL: Legnaro, Italy 50. IFMIF: Obuchi, Japan
7. GTD: Barcelona, Spain 29. Consorzio RFX: Padova, [t 51. JAEA: Tokaimura, Japan

8. CCFE: Abingdon, UK 30. ENEA Brasimone: Brasimo 52. A-Tech: Tokaimura, Japan
9. Tessella: Abingdon, UK 31. ENEA Frascati: Frascati, Ita 53. Toshiba: Yokohama, Japan
10. Oxford Technologies: Abingdo 32. Vitrociset: Rome, Italy 54. NIFS: Toki, Japan

11. Arcadis: London, UK 33. Cosylab: Ljubljana, Slovenia 55. MHL: Kobe, Japan

12. Assystem: Preston, UK 34. NIIEFA: Saint Petersburg, Russia 56. RXPE: Anshan, China

23. EICSYS: Ha
24. MP-IPP: Gar

60
61

13. CEA Saclay: Saclay, France 35. IOFFE-RF: Saint Petersburg, Russia 57. IPP: Hefei, China

14. NI France: Nanterre, France 36. ITER-Russia: Moscow, Russia 58. [TER-China: Suzhou, China e
15. ECRIN: Paris, France 37. MIT: Cambridge, USA 59. HUST: Wuhan, China 63
16. EADS: Paris, France . 38. Carcassi LLC: Ann Arbor, USA 60. SWIP: Chengdu, China 64
17.TTER 10: Cadarache, France 39. FRIB: East Lansing, USA 61. [TER-India: Gandhinagar, India

18. CEA Cadarache: Cadarache, France 40. PPPL: Princeton, USA 62. IPR: Gandhinagar, India

19. Intermodalics: Leuven, Belgium 41. HDF Group: Champaign, USA 63. OSPL: Ahmedabad, India

20. ITER-NL: Eindhoven, Netherlands 42. General Atomics: San Diego, USA 64. TCS: Pune, India

21. ESS: Lund, Sweden 43, ITER-US: Oak Ridge, USA

22. NAT: Bonn, Germany 44. nHance: Lynchburg, USA
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Plant Control Design Handbook

Technical details available at the ITER site (30 documents):

http://www.iter.org/mach/codac/PlantControlHandbook

R T — = E
&' @| https://www.iter.org/mach/codac/PlantControlHandbook L~-ac ﬂ ITER - the way to new energy ‘ ‘ {,’-b “A‘j g::,
N =
- v [ gm = Pagew Safetyv Took~w @~ ”

3

Suggested Sites +

# ' MACHINE ' CODAC

MACHINE

WHAT IS A TOKAMAK?
THE ITER TOKAMAK
SUPPORTING
SYSTEMS

CODAC

CONTACT US | SUBSCRIBE INTRANET T Fran(;ais

JOBS 10| FAQS | VISITS

CODAC PLANT CONTROL DESIGN HANDBOOK

ITER Plant Control Design Handbook (PCDH) defines standards, specifications and interfaces applicable to
ITER plant system instrumentation and control (1&C). These standards are essential for ITER to:

= Integrate all plant systems I&C into one integrated control system

« Maintain all plant systems 1&C after delivery acceptance

« Contain cost by economy of scale (spare parts, expertise)
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Defence in Depth

[ Interlocks J

Permits / ng?AC/ ¢ Soft Plasma
Inhibits 0SS O Termination Safety

control Functions

[ CODAC incl. Plasma Control System J

Regulation, Plasma Interlgck
Control & Monitoring|  Control Functions
\ 4
[ Plant Systems J
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CODAC Operation Applications

CODAC Operation Applications are ITER dedicated software packages
deployed on dedicated central servers

Schedule
Walidation .
Supemsmn
Automation \ .
Plasma
Cantrol
Plant System I&C JJ

1. Preparation

Scheduling (PSPS)
Gateway (ORG) :

Operation
Request
Gateway

Schedule
Preparation
and Yalidation

Contol (PCS)
Supervision (SUP) :

3. Analysis : > N
y . E Scheduler H—J E E ﬁ'mmlﬂng
Data handling - | P
D Supenvisor Starage @ Rt :
Data access : — Execution
Plasma Control Storage

D Remote participation ~ ©Xte™?/ 10 POZ  Plant Oparation Zone
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CODAC Operation Applications

Pulse Schedule Preparation System (PSPS)
» Scheduler for schedule preparation and validation
Operation Request Gateway (ORG)

* Support remote participation by securely controlling and screening interaction
with the outside world

Supervision and Automation (SUP)

* Provides the infrastructure to execute a pulse schedule prepared by PSPS
and to support automated operation and continuous monitoring

Plasma Control System (PCS)
* Performs the distributed real-time control and monitoring during the pulse
Data Handling

* Provides the system to write, store, retrieve and visualize all data produced
during ITER commissioning and operation.

Data Access

* Provides a unified access to all data produced by ITER and API’s for selected
preferred user processing and visualization software (e.g. Matlab,
MDSplus,...)
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Supervision and Plasma Control System
CODAC Supervisor

(SU

P)

Normally controls
operations

Performs pre-pulse
checks and
countdown to pulse

Passes control to
the PCS

PCS controls pulse
operation

Performs final pre-
pulse checks
Begins pulse
energizing CS/PF
Performs plasma
initiation, rampup,
flattop, rampdown
After plasma
termination,
controls CS/PF
currents to zero

Returns control to
SUP

Plant under Supervisory Control

Plant under PCS Control

Not Ready,
Error b Not Ready + Local Test
" i
— A
Ready
Ready Engineer In
Charge:
Authorization
'y ﬁ_;;f-’i i
Y
L. Countdown
Start of Pulse
Sequence : )
i Countdown Staris
Pafre Number N=IN+1
Abort ' &
Countdown : R
Wait for Systems E
Initialised w
=]
2
: g
=
Pre-pulse g
L Checks
Engineer in
Charge
Authorisation— | |
—
Terminate Pulse Started

Final Preparation a?
&
M } . o
Terminate Pulse . Countdown Ends 2
E.
Start of Plasora T= 0 g
) Pulse é’
End of Plasma 5
=5
!
¥ .
Pulse Finished
. After Pulse
" Checks
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Pulse

Preparation

:

PF Magnetize

!

Plasma Initiation

!

Plasma

I

Termination

L

CS/PF/CC
Reset and
Cocldown
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Data Handling (POZ)

Data Access Workflow — POZ (“small POZ”)

gj -
E =
2 S
b b
A [
=
(=]
]
XPOZ
-
o
o
/ __ (Native API) L
Plant Systems | <— Central Services - Y
S -
=
vy
o
g w
E E a8 © o i
£5 ?n 2% Operating
o 2 o = storage
- w
» (limited)
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Data Handling and Access (XPOZ)

Data Access Workflow - XPOZ

r
4
/

— E = = Plugin to
- o ] ;‘f" E CS-Studio, Jscope
L] =) g S D
£ £ F S g 5
@ _ ] g = g Visualization
_ - T Tools
=
<<
(=)
=
=
a —— UDA Client -4——
POZ
\‘72 v Y v C++, Python, -
2 (Native API) Java, Matlab
B \
- i 4 V. UDA Servers* - — Users
E (Unified API) A
— * can be per domain
- (incl. caching, business)
=
g \J
_ o o - -
= @ = o e ?n T |
b e =] = O B .
\ o = E 6 2 MDS+ Client
728 ' B2 &g f',- o g3 —— MDS+ Server <t— (TDI)
< 3 3 &
Mirrored Duplicated
read only and editable
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IT (iter.org, Guest)

L4

- -
XPOZ (eXternal to POZ}
1&C
’ Front-End
’ FWs
’

S ¥Poz oMz

Services DMZ
sdS3 XPOZ Mgmt DMZ

18C
Back-End
FWs @
- : POZ (Plant Operation Zone )

V] g

18 "~ Central
Interlock :ﬁi 451 ) system

Conventional

Control a2 | System
=y | ﬁﬂ
r =l
Plar’ HJ Scsii' 0 U
YT plad inter| Plag = H
18 B Systf ||
5\:58 Plar Inter| ‘I
/ Sy:
55'54 Plant linter| Plant
I Systel
Interi

XPOZ Authentication

Cyber Security Aspects

IEC 62645 Ed1

Nuclear power plants I&C system
requirements for security

« S3 - XPOZ EXT- off-line data access, remote
participation and other activity requiring access to the
produced data but not participating to the operation.

83 - XPOZ INT- User authentication, System and
Network management and hosting the Plant System
|I&C during the assembly phase.

« S2-POZ-ITER I&C, Interlocks and Safety
Systems (OS, PIC/SIC-2B, PIC/SIC-2C, SR SCS-N).

« 8$1-POZ - Safety Systems (PIC/SIC-1).

At network level, systems ensuring communication shall
enforce the security of the interconnected systems. In
case of a communication between two zones having
different security degrees, the communication must be
initiated and managed by the zone having the higher
security degree.
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